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Security 
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*This supplement supersedes USAREUR Supplement 1 to AR 380-5, 18 July 1989. 
 
 
For the Commander: 
 
ANTHONY R. JONES 
Major General, GS 
Chief of Staff 
 
Official: 
 
 
 
 
 
 
 
MARILYN A. QUAGLIOTTI 
Brigadier General, GS 
Deputy Chief of Staff, 
    Information Management 
 
 
Summary. This supplement prescribes policy and procedures for implementing the Department of the Army Information 
Security (INFOSEC) Program for USAREUR and tenant commands (UR 10-5, app A). This supplement will be used with 
AR 380-5. 
 
Summary of Change. This revision updates procedures and clarifies responsibilities of the INFOSEC Program in 
USAREUR. 
 
Applicability. This supplement applies to USAREUR personnel responsible for implementing and monitoring the INFOSEC 
Program in USAREUR. 
 
Supplementation. Commanders will not supplement this supplement without CG, USAREUR/7A (AEAGB-SAD-S), 
approval. 
 
Forms. This regulation prescribes AE Form 380-5A (Multiple Classified Message Destruction Record), AE Form 380-5E 
(Classified Material Handcarry Authorization), AE Form 380-5F (Request for Access to Critical Nuclear Weapons Design 
Information), and 380-5G (Briefing Statement). USAREUR and higher-level forms (printed and electronic) are available 
through the USAREUR Publications System (UPUBS). 
 
Suggested Improvements. The proponent of this supplement is the Office of the Deputy Chief of Staff, Intelligence, HQ 
USAREUR/7A (AEAGB-SAD-S, 370-7574). Users may suggest improvements to this supplement by sending a DA Form 
2028 (Recommended Changes to Publications and Blank Forms) to the Commander, USAREUR/7A, ATTN: AEAGB-SAD-
S, Unit 29351, APO AE 09014. 
 
Distribution. A (UPUBS). This supplement is available only in electronic format. 
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AR 380-5, 29 September 2000, is supplemented as follows: 
 
Contents. Add the following to the list of appendixes: 
 
J. Classified Document Accountability Procedures 
K. Standards for Open Storage of Secret and Confidential Material 
L. USAREUR Security Program Evaluation Guide 
 
Appendix A, References. Add the following to Section II, Related Publications: 
 
AR 340-22, Army Micrographics Program 
 
Appendix A, References. Add the following to Section IV, Referenced Forms: 
 
DD Form 844 (Requisition for Local Duplicating Service) 
DD Form 2501 (Courier Authorization) 
DOE Form 5631.20 (Request for Visit or Access Approval) (This form replaces DOE Form DP-277 and can be found at 

http://www.directives.doe.gov.) 
DA Form 201 (Military Personnel Records Jacket, U.S. Army) 
DA Form 1999-R (Restricted – Area Visitor Register) 
DA Form 4011 (Telecommunications Center Delivery List) 
DA Form 5248-R (Report of Unfavorable Information for Security Determination) 
 
Glossary. Add the following: 
 
21st TSC 21st Theater Support Command 
ASG area support group 
CAA continuous administrative accountability 
CD certificate of destruction 
COSMIC code name for NATO Top Secret documents 
DIAM Defense Intelligence Agency Manual 
ENROL Educational Network Registration and On-Line Learning 
HQ USAREUR/7A Headquarters, United States Army, Europe, and Seventh Army 
KAWOL knowledgeable absent without leave 
MF master file 
MP military police 
POC point of contact 
RODCA (a designation for classified material) 
SSN social security number 
STU-III secure telephone unit, third generation 
U.S. United States 
USAREUR United States Army, Europe 
USAREUR/7A United States Army, Europe, and Seventh Army 
USEUCOM United States European Command 
 
Paragraph 1-4a, Secretary of the Army. Add the following: 
 
 The Secretary of the Army has approved the following Top Secret classification authorities for USAREUR: 
 
  (1) CG, USAREUR/7A. 
 
  (2) Commander, United States Army Southern European Task Force (Airborne) (USASETAF (Abn)). 
 
Paragraph 1-5a(1), Headquarters Department of the Army (HQDA). Add the following: 
 
The Office of the Deputy Chief of Staff, Intelligence (ODCSINT), HQ USAREUR/7A (AEAGB-SAD-S), is responsible for 
implementing and complying with the requirements of this program in USAREUR. 
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Paragraph 1-5a(2), Headquarters Department of the Army (HQDA). Add the following: 
 
The ODCSINT (AEAGB-SAD-S) will monitor the USAREUR Information Security Program and conduct staff assistance 
visits (SAVs) at USAREUR and tenant commands (UR 10-5, app A) and at HQ USAREUR/7A staff offices. 
 
Paragraph 1-5a(3), Headquarters Department of the Army (HQDA). Add the following: 
 
The ODCSINT (AEAGB-SAD-S) is the primary office of responsibility for security matters pertaining to classified and 
sensitive information that originated in a USAREUR activity that no longer exists and has no successor. 
 
Paragraph 1-5a(4), Headquarters Department of the Army (HQDA). Add the following: 
 
  The Deputy Chief of Staff for Intelligence, HQDA, has approved the following Secret classification authorities for 
USAREUR: 
 
   (a) Chief of Staff, HQ USAREUR/7A. 
 
   (b) Deputy Chief of Staff, Intelligence, USAREUR. 
 
   (c) Deputy Chief of Staff, Operations, USAREUR. 
 
   (d) Deputy Chief of Staff, Engineer, USAREUR. 
 
   (e) Commanding General, V Corps. 
 
   (f) Commanding General, 1st Infantry Division (1st Inf Div). 
 
   (g) Commanding General, 1st Armored Division (1AD). 
 
   (h) Commander, Task Force Falcon. 
 
Paragraph 1-6c, The Commander. Add the following: 
 
  (1) HQ USAREUR/7A staff offices and USAREUR commands down to battalion level will publish access rosters 
that control access to classified material (USAREUR Supplement 1 to AR 380-67). Rosters will be published at least 
quarterly with addition-and-deletion errata sheets issued monthly. Personnel requiring escorted entry into special access 
program areas (for example, Single Integrated Operational Plan areas, extremely sensitive information areas) will sign a DA 
Form 1999-R (Restricted Area Visitor Register). 
 
  (2) A visitor may be granted access to classified information in USAREUR only if the activity with the classified 
information issued proper security credentials for the visitor before the scheduled visit. Access will not be granted solely on 
the basis of handcarried security credentials presented by the visitor. Exceptions are-- 
 
   (a) Accredited security representatives of DOD and other Federal agencies. Representatives from the following 
agencies are not considered visitors when acting in an official capacity: 
 
    1. Federal Bureau of Investigation. 
 
    2. Central Intelligence Agency. 
 
    3. Secret Service (Department of the Treasury). 
 
    4. Defense security service. 
 
    5. United States Army military intelligence. 
 
    6. Naval investigative service. 
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    7. Office of Special Investigations, United States Air Force. 
 
   (b) Visitors with a signed DD Form 1610 (Request and Authorization for TDY Travel of DOD Personnel) and 
verified by their command security office. The visitor’s security manager will verify a visitor’s security clearance status if 
any questions arise about clearance credentials. 
 
Paragraph 1-6d, The Commander. Add the following: 
 
Commanders will obtain extracts of military police (MP) blotters for information on individuals charged with serious 
incidents (for example, driving under the influence) and provide this information to the servicing security manager and 
special security officer. 
 
Paragraph 1-6e, The Commander. Add subparagraph (1) and (2) as follows: 
 
  (1) The USAREUR Security Manager is the Chief, Security Branch, Special Activities Division, ODCSINT, HQ 
USAREUR/7A. 
 
  (2) The minimum rank and grade requirements for security managers at USAREUR and tenant commands is captain 
and GS-9. The minimum rank and grade requirement for security managers below USAREUR and tenant commands is 
sergeant first class and GS-7. 
 
Paragraph 1-8, The Supervisor. Add subparagraphs g and h as follows: 
 
 g. Supervisors will report to the unit security manager any information that affects the access eligibility of subordinate 
personnel. 
 
 h. Supervisors at all levels who fail to report information that affects the access eligibility as outlined in the basic AR, 
paragraphs 1-6 and 1-21, are subject to sanctions. 
 
Paragraph 1-22, Reporting of Incidents. Add the following: 
 
Incidents of disclosing classified information knowingly, willfully, or negligently to unauthorized persons will be reported 
through command channels to the ODCSINT, HQ USAREUR/7A (AEAGB-SAD-S). The ODCSINT (AEAGB-SAD-S) will 
report each incident to the ODCSINT, ATTN: DAMI-CHS, HQDA, 2511 Jefferson Davis Highway, Suite 9300, Arlington, 
VA 22202-3910. 
 
Paragraph 1-23, Reporting Requirements. Add the following: 
 
Security managers will complete SF 311 (Agency Information Security Program Data) in April, May, and June of each year. 
Copies of the April, May, and June reports will be sent to the Commander, USAREUR/7A, ATTN: AEAGB-ISD-S, Unit 
29351, APO AE 09014, no later than the last Monday of August each year. Negative reports are required. Security managers 
of the following units are required to complete and submit the SF 311: 
 
 a. ODCSINT, HQ USAREUR/7A. 
 
 b. Office of the Deputy Chief of Staff, Operations, HQ USAREUR/7A. 
 
 c. Office of the Deputy Chief of Staff, Engineer, HQ USAREUR/7A. 
 
 d. V Corps. 
 
 e. 21st Theater Support Command (TSC) (derivative classification actions only). 
 
 f. USASETAF (Abn). 
 
 g. 7th Army Training Command (derivative classification actions only). 
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 h. Area support groups (ASGs) (derivative classification actions only). 
 
 i. Headquarters, 1st Inf Div. 
 
 j. Headquarters, 1AD. 
 
 k. Task Force Falcon. 
 
Paragraph 1-24, Command Security Inspections. Add the following: 
 
 The ODCSINT (AEAGB-SAD-S) will establish the command security SAV program, to include periodic review of 
security disciplines for which has oversight and responsibility under the Information, Personnel, and Communications 
Security Program. These SAVs will be conducted once every two years as follows: 
 
  (1) The ODCSINT, HQ USAREUR/7A, will conduct SAVs at the headquarters of all USAREUR and tenant 
commands and at all HQ USAREUR/7A staff offices. 
 
  (2) V Corps will conduct SAVs at V Corps subordinate commands. 
 
  (3) USASETAF (Abn) will conduct SAVs at USASETAF (Abn) subordinate units, except the 22d ASG. 
 
  (4) 21st TSC will conduct SAVs at 21st TSC subordinate units. 
 
  (5) ASGs will conduct SAVs at subordinate base support battalions and area support teams. 
 
Paragraph 2-3b, Delegation of Authority. Add the following: 
 
Requests for an original classification authority (OCA) will be sent through the Commander, USAREUR/7A, ATTN: 
AEAGB-SAD-S, Unit 29351, APO AE 09014, to the ODCSINT, ATTN: DAMI-CHS, HQDA, 2511 Jefferson Davis 
Highway, Suite 9300, Arlington, VA 22202-3910. 
 
Paragraph 2-16, Policy. Add the following: 
 
USAREUR and tenant commands and HQ USAREUR/7A staff ofices with an OCA that publishes operation plans or 
operation orders will publish a security classification guide with each plan or order as appropriate. This classification guide 
will be coordinated with the ODCSINT (AEAGB-SAD-S) or with the appropriate G2 or security manager. 
 
Paragraph 2-22a, Classification Challenges. Add the following: 
 
If the originator is unable to determine what document or material is being challenged, the challenger will include a copy of 
the document or material with DA Form 1575 (Request for or Notification of Regrading Action). 
 
Paragraph 3-8a, General. Add the following: 
 
USAREUR OCAs, their respective G2 and S2, and security managers are the declassification and downgrading authorities 
for classified material they originate in their commands or functional areas. 
 
Paragraph 4-4, Overall Classification Marking. Add the following: 
 
Classification markings are not required on blank pages of classified documents. Blank pages do, however, require the 
statement “THIS PAGE INTENTIONALLY LEFT BLANK,” which will appear in the middle of the page. Blank back pages 
and covers will display this statement in addition to the appropriate classification marking. Classification and downgrading 
instructions will be marked or stamped by hand to ensure legibility when not clearly visible on reproduced copies. 



 

6 

Paragraph 4-12a, Warning Notices. Add the following: 
 
A restricted data (RD) warning notice will be placed on the back cover of the document or on the last page of documents that 
contain RD. 
 
Paragraph 4-20, Electronically Transmitted Messages. Add subparagraphs d and e as follows: 
 
 d. The appropriate security classification will be marked at the top and bottom of each classified e-mail message. E-mail 
paragraphs and subparagraphs also will be marked with the appropriate classification marking. The classification authority 
and declassification instructions will be added to the classified e-mail. 
 
 e. Unclassified e-mail will be marked with the word “UNCLASSIFIED” in the center of the page above the text. 
 
Paragraph 5-1b, General. Add the following: 
 
This chapter applies to any unclassified information that bears a distribution-limited statement. 
 
Paragraph 6-2, Nondisclosure Agreement. Add subparagraph c as follows: 
 
 c. When a soldier transfers to another organization in USAREUR, the G2, S2, or security manager will mail the 
nondisclosure agreement to the gaining command. 
 
Paragraph 6-7c, Access to Restricted Data, Formerly Restricted Data, and Critical Nuclear Weapons Design 
Information. Add the following: 
 
 The following certification procedures will be used in USAREUR: 
 
  (1) Commanders with personnel whose duties require access to critical nuclear weapons design information 
(CNWDI) will use AE Form 380-5F (Request for Access to Critical Nuclear Weapons Design Information) to request 
certification. These commanders and the authorized personnel will-- 
 
   (a) Complete part I of AE Form 380-5F. 
 
   (b) Attach a justification statement to AE Form 380-5F that supports the need for CNWDI access. Requests for 
CNWDI access that do not include a justification statement will be returned without action. 
 
   (c) Send the AE Form 380-5F and justification statement to the Commander, USAREUR/7A, ATTN: AEAGB-
SAD-S, Unit 29351, APO AE 09014. 
 
  (2) After reviewing AE Form 380-5F and the justification, the ODCSINT (AEAGB-SAD-S) will-- 
 
   (a) Authorize or deny access using parts II and III of AE Form 380-5F. 
 
   (b) Return two copies of the form with the authorization or denial for access to the requester. 
 
  (3) On receipt of the forms, the requester will-- 
 
   (a) Keep one copy in the unit files and send the other copy to the servicing military personnel office for 
inclusion in the individual’s DA Form 201 (Military Personnel Records Jacket, U.S. Army). 
 
   (b) Complete AE Form 380-5G (Briefing Statement) and ensure a copy is included in the requester’s security 
file. 
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Paragraph 6-9, Responsibilities for Maintaining Classified Information. Add subparagraphs c and d as follows: 
 
 c. U.S.-DOD civilian and military personnel assigned or attached to NATO or NATO commands or agencies (for 
example, the Joint Headquarters Centre) may be authorized access to U.S. classified information not releasable to NATO 
provided they have-- 
 
  (1) The appropriate security clearance. 
 
  (2) A need-to-know that supports a U.S. policy or purpose. The appropriate disclosure authority will determine the 
need-to-know according to DOD instructions, USEUCOM directives, and AR 380-10. When a need-to-know is required to 
ensure that NATO does not misuse or ignore available U.S. capabilities, maximum effort will be provided to processing the 
applicable classified information for release to NATO through prescribed disclosure channels. When access is determined 
necessary but the information is not releasable to NATO, U.S. personnel will be briefed on their responsibilities in handling 
and accessing U.S.-only information. Unless authorized by appropriate authorities, the U.S. non-NATO-releasable classified 
information that they have will not be entered into the NATO security system or provided to non-U.S. personnel or U.S. 
personnel assigned to NATO. 
 
 d. Unit and activity commanders with classified information will appoint, in writing, a custodian and an alternate. The 
custodian may be the security manager for a small organization. The appointee must be mature and responsible and have the 
appropriate security clearance. There is no rank requirement for custodians, but Top Secret control officers must be at least in 
the rank of sergeant first class or GS-7 (basic AR, para 6-21). If custodians of classified information are in the rank of 
specialist or below, the unit security manager will exercise sufficient control to ensure that policy established by the basic 
AR and this supplement is implemented. 
 
Paragraph 6-11, End-of-Day Security Checks. Add the following: 
 
The SF 701 (Activity Security Checklist) will be destroyed the day after the last entry on the form. Forms involved in an 
investigation will be filed under the Modern Army Recordkeeping System (MARKS) file number 380-5e until the 
investigation is completed and then destroyed. 
 
Paragraph 6-12, Emergency Planning. Add subparagraphs a through e as follows: 
 
 a. For operations security, plans will be released only on an official need-to-know basis. Plans will be posted in a 
conspicuous location in secure areas designated for open storage. If the unit does not have an approved open-storage area, 
the plan will be filed as the first document in the locking drawer of each security container. Individuals responsible for 
implementing plans will be appointed in writing. 
 
 b. Documented annual rehearsals of emergency plans are required at all levels. Rehearsals may be scheduled at the 
discretion of the unit commander and will be documented by the security manager. Removing documents from a building is 
discouraged. Removing documents from security containers or approved open-storage areas and packing them in boxes or 
containers is recommended. Realistic testing must include personnel simultaneously performing other emergency functions 
(for example, mounting a guard force, readying equipment). Examples of questions that may be answered only through 
realistic rehearsals of the plan include-- 
 
  (1) Will the documents that require evacuation or destruction be evacuated or destroyed within the prescribed 
timeframe? 
 
  (2) Are destruction facilities sufficient and efficient? 
 
 c. Individuals listed on the SF Form 700 (Security Container Information) who know the security container’s 
combination also must know the emergency evacuation and destruction requirements for the container. 
 
 d. Plans and plan rehearsals will include procedures for, and tests of, classified contractor operations. 
 
 e. Tests of emergency evacuation and destruction plans should be conducted during the month of June when outdated 
classified information is destroyed. 
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Paragraph 6-15, Removal of Classified Storage and Information Processing Equipment. Add subparagraphs a through 
d as follows: 
 
 a. The unit security manager will inspect classified security containers before containers are permanently removed from 
the unit or activity and attach the following notice on the locking drawer of each container: 
 

“THIS CONTAINER HAS BEEN INSPECTED AND CONTAINS NO CLASSIFIED INFORMATION. 
THE COMBINATION HAS BEEN CHANGED TO 50-25-50.” 

 
(The inspecting security manager will sign and date the notice.) 

 
 b. Property-book officers will not accept classified security containers without the inspecting security manager’s notice 
attached. 
 
 c. The security manager will inspect all fax machines and reproduction equipment for classified information before 
removal and send a statement to the receiving property-book officer that the machine has been inspected and does not 
contain any classified material. 
 
 d. Automated information systems will be processed for turn-in according to AR 380-19 and UR 380-19. 
 
Paragraph 6-16, Visits. Add subparagraphs d through f as follows: 
 
 d. Partnership for Peace Program visits will be scheduled and approved by the Office of the Deputy Chief of Staff, 
Operations (ODCSOPS), HQ USAREUR/7A. The ODCSOPS will notify the unit being visited of the names and passport 
numbers of each person participating in the program. 
 
 e. On receipt of clearance and visit notification from the Ministry of Defense of a NATO or non-NATO country, the 
United States Defense Attaché Office, American Embassy, will send a copy of the visit request and clearance notification to 
the ODCSINT, HQ USAREUR/7A, ATTN: AEAGB-SAD-S, Unit 29351, APO AE 09014. 
 
 f. Itineraries of general officers or their equivalent traveling to high-risk areas will be classified Confidential. 
 
Paragraph 6-17b, Classified Visits by Department of Energy (DOE) Personnel and to DOE Facilities. Add 
subparagraph (4) as follows: 
 
  (4) USAREUR units having requirements to visit DOE facilities will send their visit request to the ODCSINT, HQ 
USAREUR/7A, ATTN: AEAGB-ISD-S, Unit 29351, APO AE 09014, for further action. The ODCSINT (AEAGB-SAD-S) 
will send a completed DOE Form 5631.20 (Request for Visit or Access Approval) to the appropriate DOE facility. An AE 
Form 380-5F also will be completed for personnel requiring access to CNDWI information and sent to the ODCSINT 
(AEAGB-SAD-S) for approval. 
 
Paragraph 6-18, Classified Meetings and Conferences. Add subparagraph e as follows: 
 
 e. USAREUR units may use U.S.-controlled club facilities, theaters, and Armed Forces Recreation Center hotels and 
conference centers. If classified meetings are held, units will ensure the following are provided: 
 
  (1) An access controller to verify security clearances and access by each attendee. 
 
  (2) Interior and exterior guards to prevent eavesdropping by unauthorized personnel, as required. 
 
  (3) A warning briefing before and after each classified presentation to advise the attendees of the security 
classification. Classified handouts will not be provided to personnel attending the conference for return-to-home units unless 
valid courier orders are presented to the person in charge of the classified briefing. 
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Paragraph 6-21a, Top Secret Information. Add the following: 
 
A Top Secret control officer and alternate Top Secret control officer (sergeant first class or GS-7) will be appointed in 
writing. Requests for grade-level waivers, with sufficient justification, will be sent to the Commander, USAREUR/7A, 
ATTN: AEAGB-SAD-S, Unit 29351, APO AE 09014. Top Secret and alternate Top Secret control officers will be 
thoroughly trained before they are placed on duty. 
 
Paragraph 6-21b, Top Secret Information. Add the following: 
 
Top Secret material will be numbered serially (for example, GB-TS-001-99, VC-TS-009-99). Serial numbers are assigned 
based on the calendar year, not the fiscal year. 
 
Paragraph 6-21c, Top Secret Information. Add the following: 
 
Units holding Top Secret documents will inventory their Top Secret holdings on or about 1 April of each year. 
 
Paragraph 6-2d1, Top Secret Information. Add the following: 
 
Units holding in excess of 100 Top Secret documents will conduct a 25-percent inventory each quarter. The 25-percent 
inventory will list the Top Secret material cited by serial number and indicate the total number inventoried and the number 
remaining to be inventoried. 
 
Paragraph 6-21e, Top Secret Information. Add the following: 
 
Units will not sign clearance papers for Top Secret or alternate Top Secret control officers unless a 100-percent change-of-
custody inventory has been completed and certified by the unit security manger (G2 or S2). 
 
Paragraph 6-21f, Top Secret Information. Add the following: 
 
A copy of the unit access roster meets the access-control requirements in the Top Secret control office. 
 
Paragraph 6-22, Secret and Confidential Information. Add the following: 
 
USAREUR units have the option of using DA Form 455 (Mail and Document Register) or the green accounting ledger to 
control and account for Secret or Confidential material received by the unit. U.S. Secret continuous-control documents, 
NATO COSMIC, and NATO Secret documents will be controlled according to this supplement, appendix J. 
 
Paragraph 6-25, Policy. Add the following: 
 
Digital reproduction and copying machines will not be connected to a local area network or modem in USAREUR. 
 
Paragraph 6-36, Entry Exit Inspection Program and Two-Person Integrity for Top Secret Information. Add the 
following: 
 
Two-person integrity applies to communications security (COMSEC). 
 
Paragraph 7-1, Policy. Add subparagraphs a and b as follows: 
 
 a. Keys to the arms room may be stored in a container with classified information, preferably in an unused or seldom 
used drawer, distinctly separated from other classified information (for example, a clearly marked ammunition can). When 
situations exist that require storing keys to the arms room with classified material, a request for waiver will be sent to the 
unit’s next higher headquarters. USAREUR and tenant commands are authorized to approve requests for waivers after 
coordinating the request with the physical security section of the local office of the provost marshal. 
 
 b. Standards and requests for approval of rooms for open storage of classified material in USAREUR are prescribed in 
this supplement, appendix K. 
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Paragraph 7-2, Physical Security Policy. Add subparagraph c as follows: 
 
 c. Areas approved for open storage that are connected to the Army Secret Internet Protocol Router Network 
(ASIPRNET) are not authorized open storage of classified documents and must have an intruder-detection system (IDS) 
installed. 
 
Paragraph 7-3, Standards for Storage Equipment. Add the following: 
 
Only GSA-approved security containers that can be locked in a secured area will be used to store classified information. 
Open storage for Top Secret information is not authorized in USAREUR. 
 
Paragraph 7-4a(1)(a)3, Storage of Classified Information. Add the following: 
 
Effective 1 October 2002, all USAREUR Top Secret storage areas will have an IDS installed. 
 
Paragraph 7-4b, Storage of Classified Information. Add subparagraph (4) as follows: 
 
  (4) Field safes and one-drawer containers will be fixed to a solid permanent object using a method that would 
severely hamper their removal from the premises. Methods may include chaining and padlocking established in the basic 
AR, paragraph 5-211. 
 
NOTES: 1. Field safes and one-drawer containers are those that weigh less than 500 pounds. 
2. The minimum standard padlock to secure chains is a series-200 or -5200 key-operated padlock. The minimum standard 
lock to secure a field safe that does not have a built-in combination lock is an SG-8077A changeable combination-padlock. 
3. The padlock key used to secure a chain does not need to be classified if the key is controlled under applicable physical 
security regulations. 
 
Paragraph 7-4, Storage of Classified Information. Add subparagraphs e and f as follows: 
 
 e. Security managers of units with open-storage approvals (app K) granted by commanders in the rank of colonel (or 
designated staff principals in the rank of colonel or higher) are required to send a copy of each open-storage approval and the 
respective inspection report to the Commander, USAREUR/7A, ATTN: AEAGB-SAD-S, Unit 29351, APO AE 09014, for 
review. Existing open-storage approvals previously granted that do not meet the provisions of the basic AR, paragraph 7-1, 
will be terminated. Requests for open-storage approval will be sent to the Commander, USAREUR, ATTN: AEAGB-ISD-S, 
Unit 29351, APO AE 09014, for determination. Requests must be accompanied by a detailed inspection report (app K) made 
by a competent individual (MP, physical security specialist, or MI agent) or agency. 
 
 f. An approval authority (colonel or above) also may approve open storage for Secret and Confidential material or 
delegate the approval authority to the G2 or other designated staff principal. 
 
Paragraph 7-6a, Residential Storage. Add subparagraphs (1) and (2) as follows: 
 
  (1) The ODCSINT (AEAGB-SAD-S) is the single designee for USAREUR to approve removal of classified 
information from the workarea after duty hours. Requests to remove classified information from the workarea (fig 7-1) will 
be sent to the Commander, USAREUR/7A, ATTN: AEAGB-SAD-S, Unit 29351, APO AE 09014, for approval. Requests 
and later approvals are subject to the rules established in the basic AR. 
 
  (2) Security managers will install an IDS for personnel who have an approved authorization to remove classified 
material from the workarea after normal duty hours. The IDS should be a proximity system and must terminate at a local MP 
station. Additionally, the security container will be secured with a three-position dial-combination lock, meeting Federal 
specification FF-L-2740. 
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AEUV 30 Aug 01 
 
 
MEMORANDUM FOR Commander, USAREUR/7A, ATTN: AEAGB-SAD-S, Unit 29351, APO AE 

09014 
 
SUBJECT: Request to Remove Classified Information from the Workarea During Nonduty Hours 
 
 
1.  Under the provisions of USAREUR Supplement 1 to AR 380-5, paragraph 7-6a, I request permission 
to remove classified information up to Secret from the workarea to my personal quarters. The following 
is provided to support this request: 
 
 a.  Justification: (Explain operational requirements that necessitate removal of classified 
information.) 
 
 b.  An approved General Services Administration security container is available at: (Enter the 
location of the quarters.) 
 
 c.  Adequate security measures have been taken to prevent unauthorized access by uncleared 
personnel and an intrusion detection system on the security container has been installed. 
 
2.  POC: (Enter the name, telephone number, and (if available) the fax number and e-mail address of the 
requester.) 
 
 
 
 
 CASIMIR PULASKI 
 Major General, USA 
 Commander 
 
 

Figure 7-1. Sample Request to Remove Classified Information from the Workarea 
 
 
Paragraph 7-8b, Equipment Designations and Combinations. Add the following: 
 
Security managers at USAREUR and tenant commands (UR 10-5, app A) are authorized to designate personnel to change 
combinations to security containers, vaults, and secure rooms. 
 
Paragraph 7-8, Equipment Designations and Combinations. Add subparagraphs g through i as follows: 
 
 g. In USAREUR, the following applies to equipment designations and combinations: 
 
  (1) The unit-assigned number may be a combination of letters and numbers (for example, AEAGB-AD-S (1), SAD-
S (2)). 
 
  (2) Emergency evacuation and destruction plans will be posted in the first folder of the locking drawer. 
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  (3) Combinations will not be recorded on electronic media (for example, palm pilots). 
 
 h. Combinations will not be changed by a directorate of public works locksmith who is a host-nation or non-U.S. citizen 
employee. However, a host-nation or non-U.S. citizen locksmith may show a U.S. citizen how to change the combination 
without violating this requirement. 
 
 i. When a security container (equipped with an X-07 or X-08) combination lock is secured for the evening, the following 
actions will be taken: 
 
  (1) Turn the X-07 combination to the right (left for X-08) and a digital display will blink on and off indicating the 
number of times the container has been opened or the number of failed openings (for example, 01, 03), with the higher 
number is on the right). Enter that figure next to the initials of the person checking the container. 
 
  (2) The right and left for the X-08 and the digital display should blink on and off, indicating the same number as the 
night before. If the number is higher and the SF 702-101 (Security Container Check Sheet) does not indicate an opening after 
the last indicated closure, initiate a preliminary investigation. 
 
Paragraph 7-20, Minimum Standards for Deviations to Construction Standards for Open Storage Areas. Add 
subparagraph f as follows: 
 
 f. Cell phones, personal digital assistants (for example, Palm Pilot), and similar devices are not authorized in an open 
storage area or sensitive compartmented information facility. 
 
Paragraph 8-12, General Provisions. Add subparagraphs c through e as follows: 
 
 c. An authorized courier will be in possession of DD Form 2501 (Courier Authorization) or AE Form 380-5E (Classified 
Material Handcarry Authorization). 
 
 d. In USAREUR, during wartime and command exercises, Secret and Confidential mail may be sent by command mail 
pouch. 
 
 e. In USAREUR, courier orders are required when traveling outside a USAREUR military community (for example, 
when traveling from the Heidelberg community to the Kaiserslautern community). Unit security managers are authorized to 
sign courier orders. Unit commanders may approve courier orders when travel is required outside the assigned military 
community, but not across international boundaries. Samples of courier orders in English, German, French, Italian, Dutch, 
Hungarian, Turkish, Macedonian, Serbo-Croatian, and Albanian are at figures 8-2 through 8-11 to help units prepare the 
appropriate orders. DD Form 2501 will be used as the courier’s authorization when traveling in the country of assignment. 
(The United States Army Publications Distribution Center, Europe, stocks DD Form 2501.) Security managers for 
USAREUR and tenant commands and staff principals are authorized to issue DD Form 2501 in their units. When crossing 
international borders, couriers will be issued AE Form 380-5E. To be valid, AE Form 380-5E must be signed by the courier 
and the unit security manager. 
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Figure 8-2. Sample Courier Orders (English) 
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Figure 8-3. Sample Courier Orders (German) 
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Figure 8-4. Sample Courier Orders (French) 



 

16 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 8-5. Sample Courier Orders (Italian) 
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Figure 8-6. Sample Courier Orders (Dutch) 
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Figure 8-7. Sample Courier Orders (Hungarian) 
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Figure 8-8. Sample Courier Orders (Turkish) 
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Figure 8-9. Sample Courier Orders (Macedonian) 
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Figure 8-10. Sample Courier Orders (Serbo-Croatian) 
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Figure 8-11. Sample Courier Orders (Albanian) 
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Paragraph 8-15, Handcarrying or Escorting Classified Material Aboard Commercial Passenger Aircraft. Add 
subparagraph c as follows: 
 
 c. The approval authority for requests to escort or handcarry classified information aboard a commercial passenger 
aircraft flying to the continental United States (CONUS) or across international borders is the commander of the USAREUR 
or tenant commands. Personnel assigned the duty of escorting or handcarrying classified information will be briefed 
thoroughly according to the basic AR, chapter 8, section IV, before leaving their duty station. 
 
  (1) This approval authority applies to excorting or handcarrying classified collateral information other than CNWDI, 
COMSEC, NATO, or RODCA material and is limited to-- 
 
   (a) Surface travel (Government or privately owned vehicle, rail, or ship) across international borders to and 
from NATO nations. 
 
   (b) U.S.-flag commercial aircraft to CONUS and (if available) between NATO nations. 
 
   (c) One-way travel (that is, classified material sent by registered mail for the return trip to the unit). 
 
  (2) Requests to escort or handcarry classified material will be made only in an emergency. If known far enough in 
advance (2 to 3 weeks), the material will be sent by registered mail or other method according to the basic AR, chapter 8, 
section I. 
 
  (3) Requests to escort or handcarry classified material in a situation that is not an emergency will be sent through 
command channels by secure means to the Commander, USAREUR/7A, ATTN: AEAGB-SAD-S, Unit 29351, APO AE 
09014, and include the information required by the basic AR, paragraph 8-4. 
 
NOTE: This paragraph does not apply to contractors (DOD 5220.22-M, para 5-403). 
 
Paragraph 9-4, Cleared Personnel. Add subparagraph c as follows: 
 
 c. On-line or correspondence courses on security training conducted by the Defense Security Service Training Office, 
881 Elkridge Landing Road, Linthicum, MD 21090 (fig 9-1), can be found at http://www.dss.mil. 
 
  (1) Correspondence-course training on the basic AR and other security publications is covered in the Safeguarding 
Defense Information and Record Checks courses. 
 
  (2) A soldier may be eligible for promotion points after successfully completing a DSS correspondence course. 
Servicing military personnel centers can provide more information. 
 
  (3) Additional courses of interest are the Defense Industrial Security Programs I and II. Personnel should also check 
with education centers for security courses. 
 
Paragraph 9-10, Original Classifiers. Add subparagraph d as follows: 
 
 d. The booklet “Orientation for Original Classification Authorities (OCA)” is provided to each OCA. This booklet 
comes with a video and information sheets that may be used to brief the OCA annually. 
 
Paragraph 9-13c, Critical Nuclear Weapons Design Information Briefing. Add the following: 
 
Personnel requiring access to CNWDI will contact ODCSINT, HQ USAREUR/7A, by writing to the Commander, 
USAREUR/7A, ATTN: AEAGB-SAD-S, Unit 29351, APO AE 09014. 
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DEFENSE SECURITY SERVICE (DSS) ACADEMY 
 
The following explains how to register for Educational Network Registration and On-Line Learning (ENROL): 
 
• Find the ENROL website at http://www.dss.mil. 
 
• Click on the Academy icon. 
 
ENROL is a user-friendly, on-line registration and learning system for security training courses. Users may-- 
 
 1. Take the ENROL on-line tour, create or update an account, and register for a class on-line. 
 
 2. Browse course catalogs and class schedules. 
 
 3. Receive enrollment confirmation by e-mail.* 
 
 4. Request placement on a waiting list if a class is full. 
 
 5. View upcoming classes registered for or past classes taken. 
 
*NOTE: Before enrolling in a course with DSS (other than on-line), applicants must ensure that TDY funds have 
been approved. 
 
 

Figure 9-1. DSS Academy Enrollment Information 
 
 
Paragraph 9-15, General Policy. Add subparagraphs e and f as follows: 
 
 e. Individuals who terminate their employment, are absent from duty for more than 60 days, or are permanently changing 
stations will-- 
 
  (1) Sign DA Form 2962 (Security Termination Statement). 
 
  (2) Initial DA Form 2962 to verify that they have read the applicable sections of Title 18, United States Code (basic 
AR, section II, paras 10-11 through 10-17). 
 
 f. When an individual refuses to sign DA Form 2962, the DA Form 2962 and DA Form 5248-R (Report of Unfavorable 
Information for Security Determination) will be sent to the Commander, Central Clearance Facility, Fort Meade, MD 20755-
5250. 
 
Paragraph 10-1, General Policy. Add subparagraphs e and f as follows: 
 
 e. U. S. Classified Information. 
 
  (1) Every suspected and confirmed security violation report (including preliminary reports and AR 15-6 
investigations) involving Secret continuous administrative accountability and Top Secret documents or information will be 
sent through command channels to the Commander, USAREUR/7A, ATTN: AEAGB-SAD-S, Unit 29351, APO AE 09014. 
The ODCSINT will make all other required reports. 
 
  (2) Security violation reports involving Secret, noncontinuous administrative accountability, and Confidential 
documents that clearly rule out compromise or suspected compromise will be reported to the intelligence officer (G2 or S2) 
of the appropriate USAREUR or tenant command (UR 10-5, app A). 
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  (3) When compromise or suspected compromise cannot be ruled out, security violation reports will be sent to the 
Commander, USAREUR/7A, ATTN: AEAGB-SAD-S, Unit 29351, APO AE 09014. 
 
  (4) HQ USAREUR/7A security managers will send suspected and confirmed security violation reports (including 
preliminary reports and AR 15-6 investigations) and information involved to the ODCSINT (AEAGB-ISD-S) for review and 
adjudication. 
 
 f. NATO Classified Information. Every suspected and confirmed security violation report (including preliminary 
reports and AR 15-6 investigations) involving NATO classified documents, regardless of the level of classification of 
documents or information involved, will be sent to the Commander, USAREUR/7A, ATTN: AEAGB-SAD-S, Unit 29351, 
APO AE 09014. 
 
Paragraph 10-9, Unauthorized Absences, Suicides, or Incapacitation. Add subparagraphs a and b as follows: 
 
 a. USAREUR Commands. Within 72 hours after receiving a report of an unauthorized absence of military or civilian 
personnel assigned to USAREUR who had recent access to Secret or higher-classified information, the security manager of 
the USAREUR command or HQ USAREUR/7A staff office to which the missing individual is assigned will send a Priority 
Action message to the ODCSINT, HQ USAREUR/7A, as shown in figure 10-1. Intermediate command addressees will be 
included as information addressees. If there is an indication that the absentee has defected, immediate telephonic notification 
and an electrical message report are required. 
 
 b. USAREUR Tenant Commands. Security managers of USAREUR tenant commands (UR 10-5, app A) to which 
missing personnel are assigned will follow the procedures in a above and include “CDRUSAREUR DCSINT 
HEIDELBERG GE//AEAGB-SAD-S//” as either the action- or information-addressee on knowledgeable absent without 
leave (KAWOL) reporting messages. 
 
Paragraph 10-10, Negligence. Add the following: 
 
Local procedures for reporting security violations will be emphasized during unit training. 
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PRIORITY ACTION ADDRESSEE: CDRUSAREUR DCSINT HEIDELBERG GE//AEAGB-SAD-S// 
 
INFORMATION ADDRESSEES: Intermediate command levels between reporting unit and the CG, 
USAREUR/7A. 
 
1. Name, rank, and SSN of missing person. 
 
2. Date and place of birth of missing person. 
 
3. Organization and station where the individual is assigned. 
 
4. Date of absence, detention, or defection. 
 
5. Place of absence, detention, or defection. 
 
6. Last known location. 
 
7. Home of record. 
 
8. Next-of-kin with address. 
 
9. Level of security clearance. 
 
10. Nature of current access and initial assessment of damage or potential damage, if applicable. 
 
11. For KAWOL and military absentee in a foreign country: Provide a reason for and circumstances surrounding 
the individual’s going AWOL or indications of defection, intent to defect, or detention. 
 
12. For defectors or detainees: Summarize the circumstances surrounding the defection or detention. 
 
13. Other pertinent information. 
 
14. POC name and telephone number. 
 
 

Figure 10-1. Format for Reporting Unauthorized Absences 
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Appendixes after appendix I, add appendixes J through L as follows: 
 
APPENDIX J 
CLASSIFIED DOCUMENT ACCOUNTABILITY PROCEDURES 
 
J-1. GENERAL 
 
 a. DA Form 3964 (Classified Document Accountability Record) is used for single-entry active and inactive document-
control registers. 
 
 b. DA Form 455 (Mail and Document Register) is used for either single- or multiple-entry document-control registers. 
The decision to use the form as a single- or multiple-entry register is up to the document-control officer. 
 
 c. Message centers may use DA Form 4011 (Telecommunications Center Delivery List) for multiple-entry control 
registers. 
 
 d. DA Form 3964 is usually used as a-- 
 
  (1) Documented receipt. 
 
  (2) Certificate of destruction (CD). 
 
  (3) Document-control copy. 
 
 e. Message centers may use DA Form 4011 as a multiple-message receipt. 
 
 f. AE Form 380-5A (Multiple Classification Message Destruction Record) may be used as a multiple CD for messages. 
 
 g. DA Form 455, DA Form 4011, associated files, and CD files will be maintained for Top Secret and continuous 
administrative accountability (CAA) Secret documents. 
 
J-2. ACTIVE CONTROL REGISTER AND LOG 
 
 a. Separate active control registers will account for Top Secret and CAA Secret documents on file, regardless of the date 
of the document. Either DA Form 3964 or DA Form 455 may be used as active control registers (fig J-1 and J-2). Registers 
will be maintained in serial control-number sequence by calendar year. Custodians will delete control numbers assigned to 
documents by previous activities on accountability records and initial the record. Only the custodian may alter accountability 
documents. The assigned serial control number and the copy number will be marked on the document’s front cover or first 
page (if no front cover exists) and the first page of all annexes, appendixes, tabs, and enclosures. Custodians will not assign 
new control numbers to active documents carried forward from previous calendar years. 
 
 b. A verification memorandum (fig J-3) indicating the last control number used during a particular calendar year will be 
filed with the active control register for that year. 
 
 c. When all material described on the active control register copy of the DA Form 3964 or DA Form 455 is transferred, 
destroyed, or declassified permanently, the form will be transferred to the inactive control register. 
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Figure J-1. Sample Active Control Register (DA Form 3964) 
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Figure J-2. Sample Active Control Register (DD Form 455) 
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OFFICE SYMBOL DATE 
 
 
MEMORANDUM FOR Security Manager 
 
SUBJECT: Verification of Last Active Register Serial Number 
 
 
1.  I verify that the last active control register serial number used in calendar year (CY) 1999 was GS-S-
87-99. The last receipt serial number used in CY 99 was R-S-55-99. The last certificate of destruction 
(CD) serial number used in CY 99 was CD-S-44-99. 
 
2.  The CDs apply only to the G2 continuous-administrative-accountability Secret documents. 
 
 
 
 
 JOHN WRIGHT 
 SFC, USA 
 Document Custodian 
 
 
 
 
 MARY SPRINGER 
 CPT, MI 
 Security Manager 
 
 
(NOTE: Separate verifications are required for Top Secret accountability documents.) 
 
 

Figure J-3. Sample Verification Memorandum 
 
J-3. INACTIVE CONTROL REGISTER AND LOG 
 
 a. Separate inactive document control registers will account for Top Secret and CAA Secret documents that have been 
transferred, destroyed, or permanently declassified during the calendar year. Inactive register copies of DA Form 3964 or DA 
Form 455 (fig J-4) will be kept in serial control number sequence by calendar year of transfer, destruction, or 
declassification. For example, a document from 1988 disposed of in 1999; that is the last transaction for that control number 
occurred in 1992 will be accounted for in the 1988 inactive control register and will be cross-referenced by marking the 1988 
inactive copy with the applicable receipt control number and CD control numbers, as appropriate. 
 
 b. Inactive control register copies of DA Form 3964 or DA Form 455 will be kept on file following the 31 December 
calendar year cutoff date as indicated below: 
 
  (1) Cosmic and Cosmic Atomal -- 10 years. 
 
  (2) Top Secret -- 5 years. 
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Figure J-4. Sample Inactive Control Register (DD Form 455) 
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  (3) Secret -- 2 years. 
 
J-4. RECEIPTS 
 
 a. Permanent receipts will be filed in serial-receipt-number sequence and kept for 2 years after the 31 December cutoff 
date of the calendar year in which the transfer took place (fig J-5). Only paper copies of documents will be transferred 
between activities. A separate receipt-number series will be used for Top Secret and other CAA Secret documents. 
 
 b. The inactive register of DA Form 3964 or DA Form 455 for permanently transferred documents will indicate the 
serial receipt number for cross-referencing. The active register copy of DA Form 3964 or DA Form 455 will indicate the 
serial-receipt number assigned to transferred material if only a portion of the document described under a serial control 
number is transferred permanently (fig J-6). 
 
 c. Custodians will maintain a receipt suspense file. Receipts will be returned to the sender within 15 days of dispatch. 
Tracer action will be initiated within 30 days after dispatch when the addressee has not returned a signed receipt. 
 
 d. Temporary internal receipts will be recorded in the routing section of the appropriate control register copy of DA 
Form 3964 or DA Form 455 by signature of the recipient with the date and copy number. 
 
  (1) If more space is required to account for the complete disposition, the custodian may use the back of DA Form 
3964 and continuation pages if needed. 
 
  (2) On return to custodial files, the custodian will line through the initial temporary-receipt entry in ink. 
 
  (3) Documents signed for on temporary receipts will be returned to the custodian at the close of daily business 
unless the office of the temporary recipient has an adequate storage facility. 
 
  (4) When storage facilities are adequate, the custodian will provide guidance on retention. If the document must be 
held longer than 90 days, the custodian will consider a permanent transfer of the documents. Custodians will inspect 
temporarily receipted documents at least once every 90 days (fig J-7). 
 
J-5. DOCUMENT CONTROL COPIES. 
 
 a. A copy of DA Form 3964 with the appropriate active-document-register serial number and description of the 
document, to include the document copy number, will be attached to each paper copy of controlled material so that the 
classification markings stamped on the document are visible. The copy of DA Form 3964 will be marked or stamped in the 
bottom of the “description” block as follows: 
 

DOCUMENT COPY – DO NOT REMOVE 
 
NOTE: The document-control copy will be used as the CD when the document is destroyed (fig J-8). 
 
 b. Microforms (for example, microfilm, microfiche) do not require a document control copy. A CD will be prepared for 
each microform document destroyed. 
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Figure J-5. Sample Permanent Receipt (DA Form 3964) 
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Figure J-6. Sample Permanent Transfer (DA Form 3964) 
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Figure J-7. Sample of Temporarily Receipted Document (DA Form 3964) 
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Figure J-8. Sample Certificate of Destruction (DA Form 3964) 
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J-6. CERTIFICATION OF DESTRUCTION 
 
 a. A CD generally will be recorded on DA Form 3964. Destruction of messages may be recorded on AE Form 380-5A. 
CDs will be filed in serial-number order by calendar year and kept for 2 years after the 31 December calendar-year cutoff 
date of the year in which destruction took place. Top Secret CDs require the signatures of the custodian and an impartial 
witness. CA Secret CDs require only the custodian’s signature. A separate CD number series will be used for Top Secret and 
other CAA Secret documents. 
 
 b. The inactive control register copy of DA Form 3964 or DA Form 455 will indicate the applicable serial CD number as 
a cross-reference. In cases of partial destruction, the active register copy will show the serial CD number of the destroyed 
portions. 
 
 c. The document copy of DA Form 3964 will be used as a CD. If a CAA portion of a document is destroyed (for 
example, a superseded Secret critical nuclear weapon design information (CNWDI) page), the partial destruction will be 
noted on the DA Form 3964. 
 
J-7. ADMINISTRATIVE PROCEDURES 
 
 a. Changes to a document will be assigned the same serial control number as the basic document with an added suffix. 
Changes will be identified in the active control register and on the document control copy of DA Form 3964 that already 
exists for each copy of the document. A CD will be made for destruction of superseded pages of a change to the basic 
document. DA Form 3964 will be annotated with the following statement: 
 

See CD file number for destruction of superseded pages. 
 
 b. The date of origin of all annexes, appendixes, and tabs will be the same as that of the basic document unless otherwise 
indicated. 
 
 c. To control CAA reproduction, the active control register copy will account for all authorized reproduced copies in the 
same way as that used to account for changes to the document (a above). Control number suffixes need not be added. Copy 
numbers will include an “R” identifier (for example Copy 1R, 2R, 3R of 3R cys). The record of reproduction approval will 
be provided to the custodian when reproduced copies of CAA material are brought under control. A duplicate DD Form 844 
(Requisition for Local Duplicating Service) may be provided to the custodian when printing facility administrative 
procedures require retention of the original document. 
 
 d. Converting CAA to microfilm requires the following procedures: 
 
  (1) Only one document will be placed on each film or fiche (that is, one piece of microfilm per document control 
number). Computer-generated microforms will not be stacked. Guidance on marking and preparing microforms material will 
be according to AR 340-22 and the basic AR, chapter 4. 
 
  (2) North Atlantic Treaty Organization (NATO) classified documents may be converted to microforms only on 
NATO Central Registry approval through the responsible NATO subregistry. 
 
  (3) No reproduction authority is required when converting classified paper copies to microforms on a one-for-one 
basis if the microform is controlled using the same copy number that appears on the paper copy. Adding an “F” will modify 
the copy number on the microform document (for example, cy 1F). Once the copy number has been copied from the paper 
copy, the paper copy will be destroyed. If the paper copy is not destroyed, reproduction authority is required before 
microform conversion (basic AR, paras 6-25 and 6-26). 
 
NOTE: Reproduction of Top Secret material requires the originator’s approval. 
 
  (4) The silver halides in the microform master file (MF) prevent its use. The MF is kept only for archival and 
reproduction purposes. The MF is produced from a paper copy. For controlling CAA copies, the MF header and carrier will 
be annotated with the serial control number assigned to the paper copy and with the copy designator “CY _F of  _ CYS” (for 
example, CY 1F of 2 CYS). Only custodians and commanders may have control and custody of MFs. An MF will not be 
removed from the custodial control office except under the conditions of authorized emergency evacuation or destruction. 
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  (5) The requirements for restraint on reproduction of classified material (basic AR, paras 6-25 and 6-26) apply to 
reproducing microforms and paper copies from microforms. 
 
NOTE: The same restraint on reproduction applies to all storage media, on- or off-line, to include word processing and 
automated data processing applications. 
 
  (6) The DA Form 3964 will indicate in the “description” block the number of pages marked Top Secret. If a DA 
Form 3964 is received without the number of Top Secret pages, the recipient will notify the sender and request that future 
receipts have the number of Top Secret pages annotated on the form. 
 
  (7) Top Secret custodians and CAA-document custodians will conduct annual inventories of their classified 
accounts. During transfer of an outgoing custodian and an incoming custodian, a joint inventory of the account will be 
conducted before the outgoing custodian is relieved of his or her duties. 
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APPENDIX K 
STANDARDS FOR OPEN STORAGE OF SECRET AND CONFIDENTIAL MATERIAL 
 
K-1. REFERENCES 
 
 a. AR 190-13, The Army Physical Security Program. 
 
 b. UR 190-13, The USAREUR Physical Security Program. 
 
K-2. PURPOSE 
This appendix prescribes requirements for open storage of Secret and Confidential material in USAREUR and will be used 
in conjunction with the basic AR, chapter 7. 
 
K-3. POLICY 
USAREUR policy discourages open storage of classified material except when-- 
 
 a. Open storage of classified material is absolutely necessary for mission accomplishment. 
 
 b. The volume or configuration of the material prohibits storage in General Services Administration (GSA) approved 
security containers. 
 
K-4. PROCEDURES 
 
 a. Construction or relocation of a facility to accommodate open storage of classified material will be kept to a minimum. 
Requests for construction of rooms for open storage of Secret and Confidential material will include detailed justification. 
Construction or relocation of storage facilities will conform to the standards prescribed in DOD 5200.1-R, appendix G, 
sections A and B, and the basic AR, chapter 7, section III. New facilities constructed in existing approved facilities may be 
approved for open storage provided the standards prescribed in b below are met and structural modifications are made. 
Approvals may be provided for a maximum of 3 years. Open storage of classified information will cease immediately when 
structural modifications to the facility degrade the facility’s security. 
 
  (1) A current record of approvals will be kept on file or posted in the approved open storage area. The activity 
security manager will keep a copy of the open storage approval and a copy of the initial inspection report for the approved 
period. Outdated approval documents may be destroyed provided the current document has an inspection report that shows 
the facility meets prescribed open storage standards. 
 
  (2) The inspection report will show the facility meets prescribed open storage standards. The physical security 
section of the local office of the provost marshal will help with the inspection. The following items are required in the report: 
 
   (a) A description of the facility to include its specific location (for example, room, building, installation, and 
geographic community). 
 
   (b) A description of the facility’s physical characteristics, particularly any structural deficiencies. 
 
   (c) An identification of the highest classification level for which open storage is authorized. 
 
   (d) An attached graphic floor plan showing the location of major furnishings, security containers, classified 
hangings, doors, and windows. 
 
NOTE: The inspecting official will make specific recommendations to the approval authority concerning whether or not the 
facility meets the prescribed structural standards. 
 
 b. New facilities constructed in existing buildings and existing facilities approved under provisions of previous editions 
of this supplement must meet the following minimum standards: 
 
  (1) The access door to the room or area will be made of sheet metal, not less than 1.5-millimeters thick, or the access 
door will be wood covered on the outside with a sheet plate, not less than 1-millimeter thick. 
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  (2) Hinges will be installed in such a way that removing the closed door without seriously damaging the door or jam 
would be impossible. 
 
  (3) Doors that are not fitted with built-in locking equipment will be secured by hasps (basic AR, para 7-20b) or 
hardened steel locking bars. 
 
  (4) The locking bars will be installed across the width of the door so that when locked, the door cannot be opened 
without seriously damaging it. Any two of the following locks will be used to secure the door: 
 
   (a) GSA-approved, key-operated locking device with high-security cylinder and hasp. 
 
   (b) A built-in, 1-inch-throw deadbolt lock, equipped with a GSA-approved high-security cylinder (for example, 
series-50 deadbolt extension, Sergeant and Greenleaf (S&G) 8470 Adjusta-Lock) 
 
   (c) Series-200 or -5200 key padlock. 
 
   (d) S&G Model 8077A combination padlock with a steel shackle. The Intelligence Materiel Management 
Directorrate, Army Intelligence Materiel Activity, has determined that the S&G model 8077A combination padlock by itself 
affords no protection against forced entry. The 8077A padlock was not designed for external use. 
 
NOTES: 1. The heads of all bolts and screws will be braided, peened, or welded and arranged so that they cannot be 
removed from the outside. 
2. Built-in locking devices will use a cadmium-steel hard plate as described in Defense Intelligence Agency Manual (DIAM) 
50-2 and DIAM 50-3. 
3. Key locks require key control as described in the basic AR, paragraphs 7-4d(1) (a) through (g). 
4. The number of doors providing access to a room or area will be kept to the minimum required. 
5. The walls will be made of stone, brick, or concrete masonry. 
6. The ceiling and floor will consist of precast concrete and slab construction. 
7. Windows will be barred, vertically and horizontally, with properly anchored steel bars of no less than 12 millimeters in 
diameter. The bars will be no more than 10 centimeters apart on center and spot-welded at each joint. Bars must be anchored 
into reinforced concrete at a depth of no less than 8 centimeters. The bars may have to exceed the minimum 8 centimeters if 
the material into which the bars are embedded offers little resistance. Bars may be welded securely to a 30- by 30- by 4-
millimeter angle-iron frame anchored in the wall. The exposed head of the anchoring device will be welded to the metal 
frame or otherwise altered to prevent removal of the frame from the outside. (Windows to non-open storage areas do not 
require bars). 
8. Doors not used for access will be closed off with a locking bar and hasp secured internally with an S&G Model 8077A 
combination padlock or series 200- or 5200-key padlock. The locking bar may be secured on the outside of the door but must 
be secured with locks that are checked at the close of each duty day. SF Form 702 (Security Container Check Sheet) will be 
affixed to the outside of the door and annotated when the checks are completed. Hinges located on the outside of the door 
will be modified to ensure the door cannot be removed. 
9. Miscellaneous openings will be secured according to the basic AR, paragraph 7-20c. 
 
 c. When classified hangings (for example, maps, charts) are displayed in open storage areas, they will be covered when 
not in use to protect them from being seen through windows, doors, or any other opening. Individuals who visit the secure 
area and do not need to know the information displayed must not be able to observe classified hangings. 
 
 d. The criteria established for protecting classified material in an open storage area in DOD 5200.1-R, appendix G, 
sections A and B; the basic AR, chapter 7, section III; and this supplement are minimum standards and, when possible, will 
be augmented to provide maximum security. 
 
K-5. REQUESTS FOR EXCEPTION TO POLICY 
Requests for exception to storage standards for classified material will be sent through command channels to the 
Commander, USAREUR/7A, ATTN: AEAGB-SAD-S, Unit 29351, APO AE 09014. Requests will include a justification for 
the exception, identify measures to be taken in place of the prescribed structural standards, and a copy of all workorders that 
were submitted to correct deficiencies. Blanket requests for exception and requests without justification will not be approved. 
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K-6. UNCLEARED VISITORS ENTERING AN OPEN STORAGE AREA 
Before uncleared visitors (for example, maintenance personnel) attempt to enter an open storage area, the following will be 
accomplished: 
 
 a. All classified material will be covered with appropriate coversheets. 
 
 b. Material too large for a coversheet will be covered by an opaque sheet or blanket. 
 
 c. Uncleared personnel will be escorted by appropriately cleared U.S. personnel. 
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APPENDIX L 
USAREUR SECURITY PROGRAM EVALUATION GUIDE 
 
The following questions will be answered during a USAREUR Security Program evaluation: 
 
1. Does the activity have access to the current edition of this supplement? 
 
2. Has the activity security manager conducted documented inspections of his or her activity at least once a year? 
Was a copy of the inspection report sent to the command’s security manager at the next-higher headquarters 
when required? Were inspections used as input for a security status summary when required? Was the summary 
sent to the next-higher headquarters? (this suppl, para 1-24) 
 
3. Were adequate records maintained to support command input to SF 311 (Agency Information Security 
Program Data) (Interagency Report Control Number 0230-GSA-AN)? Were consolidated reports sent through 
channels to the Commander, USAREUR/7A, ATTN: AEAGB-SAD-S, APO AE 09014, for the current reporting 
period? (this suppl, para 1-23) 
 
4. Was classified material handcarried across an international border with the written approval of an authorized 
official or designated representative? Was approval authority limited to collateral Secret or Confidential material? 
Was travel limited to authorized means? Were requests for a handcarry approval transmitted only by an 
authorized secured method (for example, an automatic secure voice communications network, For Official Use 
Only)? Were requests for handcarrying classified material, not otherwise delegated, sent to the Commander, 
USAREUR/7A, ATTN: AEAGB-SAD-S, APO AE 09014? (this suppl, para 8-15) 
 
5. Did senders of Top Secret information indicate the number of pages marked Top Secret in the “description” 
block of the receipt? Did recipients of Top Secret material notify senders of discrepancies, and did senders 
resolve all discrepancies? (this suppl, app J) 
 
6. Were classified working papers controlled, handled, accounted for, and prepared as prescribed for finished 
documents when transferred between staff offices, posts, stations, independent commands, or separate 
organizations? (basic AR, para 6-24) 
 
7. Was continuous administrative accountability (CAA) material other than COMSEC or NATO Secret accounted 
for as prescribed in this supplement, appendix J? 
 
8. Do document-accountability registers show the disposition of all CAA-classified material? (this suppl, app J) 
 
9. Are document-accountability records retained for 2 years for Secret and 5 years for Top Secret after the end-
of-the-year cutoff? (this suppl, app J) 
 
10. Are CAA-document accounts inventoried annually or when there is a change of custodian? Are the results of 
the inventories properly recorded? (basic AR, para 6-21, and this suppl, app J) 
 
11. Are certificates of destruction (CDs) prepared showing the last control numbers assigned in a particular 
calendar year? Are these certificates filed in the active document register for that year? (this suppl, app J) 
 
12. Are registers filed in serial-number sequences by calendar year, to include active logs, receipts, and CDs? 
(this suppl, app J) 
 
13. Are classified microforms that show accountable material properly controlled? (this suppl, app J) 
 
14. Were CAA active-register control numbers transferred to the inactive register when all copies of a document 
were destroyed or permanently receipted? (this suppl, app J) 
 
15. Was only one control number assigned to a CAA document while maintained in the assigning organization? 
(this suppl, app J) 
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16. Are temporarily-receipted CAA documents actually seen by the custodian at least once every 90 days? (this 
suppl, app J) 
 
17. Do all CAA documents have a DA Form 3964 (Classified Document Accountability Record) attached so that 
classification markings are clearly visible? (this suppl, app J) 
 
18. Were changes to CAA documents assigned the same serial control number as the basic document with an 
added suffix? Were changes posted to the active control register and all affected document control copies? (this 
suppl, app J) 
 
19. Were CDs prepared when only portions of CAA documents or one or more copies of several copies are 
destroyed as a partial destruction? (this suppl, app J) 
 
20. Does the inactive control register serve as a cross-reference for all applicable receipt and CD numbers? (this 
suppl, app J) 
 
21. Are Top Secret control officers at least in the rank of sergeant first class or the grade of GS-7? (basic AR, 
para 6-21) 
 
22. Were all reproduced copies of CAA documents brought under control and protected to the same degree as 
the originals? (this suppl, app J) 
 
23. Were initial message reports of compromise made as required? (basic AR, para 10-1) 
 
24. Are facilities used for the open storage of classified material approved only by the commander or staff 
principal in the rank of colonel or higher? (basic AR, para 7-4) 
 
25. Was there an investigation of a possible compromise of sensitive compartmented information in the special 
access program (SAP)? Was the investigation and its results reported only through the appropriate SAP 
channels? (basic AR, para 10-1 and app I) 
 
26. Do all facilities used for open storage of classified material meet the appropriate structural standards? If not, 
are approved waivers from the Commander, USAREUR/7A (AEAGB-SAD-S), on file? (this suppl, app J) 
 
27. Was the possibility of loss or compromise of NATO information reported immediately, without waiting for 
conclusive results by the investigating activity? (basic AR, para 10-1) 
 


